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HTTPS/SSL Interception
By MITM Attack Methodology

INTERNET

Router/Firewall
S Manage
Administrator

SERVER FARM
SWITCH/HUB

HTTPS/SSLMITM

Man-in-the Middle

Attack
% 11]
- $3 't
" & % # %%

Targeted User - ) /



)*
! #
0O & # % $

/ )%% *

!
4 /0 .
. 1 2
% "o
= :
# % 5




WEB BASED 551 SERVERS
Ex:55L Google Account,
Yahoo Account

HTTPS/SSL Interception
By Proxy Methodology

INTERNET

Router/Firewall SERVERS

Administrator

SERVER FARM

SWITCH/HUB HTTPS/SSLMITM
.- i;q i
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o33
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Interceptand reconstruct HTTPS/SSL traffic
and protocols/services supported by proxy.

Intercept on group of users (with proxy pre-
configured on target users Web Browsers)

Targeted Users Group
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