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Network Investigation Toolkit (NIT)
Mirror Mode Implementation
Real-Time Reconstruction

Router/Firewall Manage

Administrator

SERVER FARM
SWITCH/HUB

Capture - Mirmror Mode

sSnitfer technology is used for capturing Internet
traffic/packets through port-mimroring switch

USERS

Another building /department/floor

Diagram: NIT — Wired LAN Interception (Mirror Mode Implementation)
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NIT (WLAN Interception)

Diagram: NIT — Wireless LAN Interception (Mirror Mode Implementation)
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Network Investigation Toolkit (NIT)
LAN HTTPS/SSL MITM Intercept

o]

Router/Firewall SERVERS
Manage
Administrator
SERVER FARM
SWITCH/HUB
»>
>
MITM Attack
By:

1. Connectto LAN Internet
2. Connectto 3.5G Internat

Targeted User

Diagram: NIT — LAN HTTPS/SSL MITM Interception
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i By:
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si— 2. Connectto LAN Internet
e 1. Connectto3.5G Internet
Wireless STA

NIT (WLAN HTTPS/SSLMITM
Interception) — System acts as an
AP for the targeted user

Diagram: NIT — WLAN HTTPS/55L MITM Interception



|_| hitp://192.168.1....n/frame/frame.php

{2t HOME | ©i CASE RESULTS | £} SYSTEM SETTINGS | B SYSTEM STATUS | E REGISTRATION |

GUI Refresh in 24 Second(s)

Operation Mode :

Case Name :

Case Name Import ID
Created By :
Created Date :
Database ID
Raw Data File{s) Reserving Directory :
Services and Ports Information :
Operation Mode Status :
The side has Has Has Lose
Interface captL_Jred the captured capture_d Packets
time Packets Packet Size
ethl 6064 888653 255456 KB 0

% $ ! "%

Ethernet LAN Mirror-Sniffer Capture Mode
defanlt

: ED-2010-01-04 17-39-19
adimin
2009-12-01 23:-09:35
- EDE_1
home/admin/cases/default
=
Funning Stop
Lose Drop Drop TCP TCP UDP UDP
Packet Packet Packet Packet
. Packet . Packet . Packets .
Size Size Size Size
104009 151406
g .
0 KB 0 0KB 163366 KB 724398 KB
1 %






1|
1 #



%" 3 % -2-54 .0 -4 0*-




%" 3&% 1% $.

&% "38 0 4% 4
&$ ) ,% 4 O
$



%" 308 40.4 9 #

0.3









%II


















1 6 %" %

% =l 1
=1 1" 0 'S
| x = |
* |
0 b I
L [* % " %
- 41 - |
% 0 |
$ =l | I
/ _ - 9 |1
= $ ? |
2
31 '$ % 4 . % $ !

! ? $#



SSSSS

Thank You !

#P  %#




